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Kamronbek Allanazarov

Junior Cloud Engineer | AWS & Terraform

Samarkand, Uzbekistan kamronb3k03@gmail.com +998 94 423 03 40 github.com/A-Kamronb3k | portfolio.kamronb3k03.workers.dev

SUMMARY

Junior cloud engineer with a self-built portfolio of four production-style AWS projects — every resource provisioned as code and running
at $0 on the Free Tier. Hands-on across serverless (Lambda, AP Gateway, DynamoDB), infrastructure-as-code (Terraform), containers
(Docker), and keyless CI/CD (GitHub Actions + OIDC). A background in economics and frontend development brings cost-awareness and
a shipping mindset to infrastructure. | document everything | build — including what breaks and how I fix it.

TECHNICAL SKILLS

AWS: Lambda, APl Gateway, DynamoDB, S3, CloudFront, Cognito, CloudWatch, SNS, SQS, IAM, X-Ray
Infrastructure as Code: Terraform (modules, remote state, OIDC federation)

CIICD & Security: GitHub Actions (OIDC keyless deploys), checkov, Infracost, Trivy

Containers: Docker (multi-stage builds, non-root images, GHCR)

Languages: Python, JavaScript, Bash, HTML/CSS

Practices: Least-privilege IAM, structured logging, observability (EMF, dashboards, alarms), Git, Linux CLI

PROJECTS

Serverless Notes App — full-stack serverless (flagship) GitHub - Live

Terraform - Lambda - API Gateway - DynamoDB - Cognito - GitHub Actions

» Built a full CRUD notes app where every AWS resource is defined in Terraform: five single-purpose Python Lambdas, an HTTP API with
Cognito JWT auth, and a vanilla-JS SPA on private S3 + CloudFront (OAC).

> Implemented fully keyless CI/CD — pytest + moto on every push, terraform plan posted to pull requests via a read-only OIDC role,
and apply-on-merge via a main-branch-only role.

Observability Pipeline — event-driven monitoring GitHub

CloudWatch - EMF - X-Ray - SNS - SQS - Terraform

» Builtan S3 -~ Lambda — DynamoDB pipeline instrumented like production: custom metrics via EMF, X-Ray tracing, a dashboard-as-
code, and three SNS email alarms with an operations runbook.

» Added checkov (laC security) and Infracost (cost estimation) gates to Cl; verified the entire stack runs at $0.00/month.

AWS Static Site + CI/CD — static site with CDN GitHub - Live
S3 - CloudFront - GitHub Actions - OIDC

» Served a static site from a private S3 bucket through CloudFront (OAC) over HTTPS, with custom error pages.

» Automated deploys via GitHub Actions using OIDC — no long-lived AWS keys stored anywhere.

Dockerized Feedback APl — production-style container pipeline GitHub - Live
Docker - Trivy - GHCR - Node.js

» Packaged an Express APl in a multi-stage, non-root container with a healthcheck and no npm in the final image.

» Cl lints, tests, Trivy-scans, and publishes to GHCR; the security gate caught and blocked two real CVEs.

EDUCATION

Cloud Engineering Program — IT Park Uzbekistan, Samarkand Apr — Aug 2026
State-funded program (Ministry of Digital Technologies + World Bank), AlUB-based curriculum, taught in English. Certification exam: August 2026.
B.Sc. in Digital Economy — Tashkent State University of Economics 2021 - 2025
Frontend Development (React) — Najot Ta'lim Dec 2023 — Sep 2024

Hands-on bootcamp: JavaScript, React, responsive Ul. Diploma and reference available.

CERTIFICATIONS

IT Park Cloud Engineering Program certification — in progress (exam Aug 2026). AWS Certified Cloud Practitioner — planned.


https://github.com/A-Kamronb3k
https://portfolio.kamronb3k03.workers.dev/
https://github.com/A-Kamronb3k/serverless-notes-terraform
https://d2k6mpvowrmd9f.cloudfront.net
https://github.com/A-Kamronb3k/cloudwatch-observability-pipeline
https://github.com/A-Kamronb3k/aws-static-site-cicd
https://dtx8c9l8wd3k9.cloudfront.net
https://github.com/A-Kamronb3k/dockerized-feedback-api
https://dockerized-feedback-api-latest.onrender.com
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O CEBE

Junior cloud engineer ¢c caMOCTOSITE/TbHO NOCTPOEHHLIM NMOPTO/INO 13 YETLIPEX AWS-NPOEKTOB YPOBHSs production — kaxablid pecypc
pa3BEépHYT kak koA 1 paboTtaeT Ha Free Tier 3a $0. MpakTuyecknii onbIT B serverless (Lambda, API Gateway, DynamoDB),
NHbpacTpykType Kak koge (Terraform), koHTeilHepax (Docker) n 6eckntoveBom CI/CD (GitHub Actions + OIDC). OnbIT B 3KOHOMUKE 1
frontend-pa3paboTke faéT NOHMMaHWe CTOMMOCTU 1 HaLENNEHHOCTb Ha pe3y/kTaT B MHAPACTPYKTYPHbIX 3aga4ax. [JoKyMeHTUpyto BCE,
4TO CO374ak0, — BK/IKOYAs TO, YTO JIOMAETCS, U KaK s 3TO UCMpaB/siio.

TEXHUWYECKUE HABbIKUA

AWS: Lambda, APl Gateway, DynamoDB, S3, CloudFront, Cognito, CloudWatch, SNS, SQS, IAM, X-Ray
NHpacTpykTypa Kak kog: Terraform (Moaynu, remote state, OIDC federation)

CI/ICD n 6esonacHocTb: GitHub Actions (keyless-gennoii yepes OIDC), checkov, Infracost, Trivy
KoHTeliHepbl: Docker (multi-stage c6opku, non-root o6pasbl, GHCR)

Asbiku: Python, JavaScript, Bash, HTML/CSS

MpakTuku: |AM No NpUHLUMNY MUHUMasbHbIX NPUBUENWIA, CTPYKTYPUpPOBaHHOE flormposaHne, observability (EMF, gaw6opapl, anapmsl),
Git, Linux CLI

MPOEKTbI

Serverless Notes App — full-stack serverless (chnarmaHckuii npoekr) GitHub - Live

Terraform - Lambda - API Gateway - DynamoDB - Cognito - GitHub Actions

» Paspa6oTtan nonHoueHHoe CRUD-NpunoxeHne s 3amMeTok, rae kaxzablii AWS-pecypc onucaH B Terraform: natb
y3KocneuvanmsnpoBaHHbix Python Lambda-dhyHkuwnit, HTTP API ¢ JWT-ayTeHTudhmkaumein yepes Cognito n SPA Ha vanilla JS B
npmeatHom S3 + CloudFront (OAC).

> PeannsoBas nosHOCTbIO GecktoueBoli CI/CD: pytest + moto npu kaxkgom push, terraform plan ny6nukyetcs B pull request uepes
read-only OIDC-pornb, apply BbINOMHAETCS NpU MEPXE Yepes posib, OrpaHNYEHHYH BETKOIM main.

Observability Pipeline — co6biTniiHo-opreHTMpoBaHHbIN MOHUTOPUHT GitHub

CloudWatch - EMF - X-Ray * SNS - SQS - Terraform

> [ocTpown pipeline S3 - Lambda — DynamoDB, MHCTPYMEHTMPOBaHHbIV N0 cTaHAapTaM production: KACTOMHblE METPUKM Yepe3 EMF,
TpaccupoBka X-Ray, gawbops, kak kog 1 Tpu email-anapmel yepe3 SNS ¢ onepaynoHHbIM runbook.

» [No6asun B Cl npoBepku checkov (6e3onacHocTb 1aC) u Infracost (oLeHKa CTOMMOCTI); NOATBEPAWI, YTO BECb CTek paboTaeT 3a $0.00/
mecsiL,.

AWS Static Site + CI/ICD — crartuueckuii caiit ¢ CDN GitHub - Live
S3 - CloudFront - GitHub Actions - OIDC

> Pa3BepHyn cTatnyeckuii caiiT n3 npusatHoro S3-6aketa uepes CloudFront (OAC) no HTTPS, ¢ kaCTOMHbIMY CTpaHULLaMM OLLIMGOK.

> ABTOMaTu3upoBan gennoii yepes GitHub Actions ¢ ncnonb3oBaHrem OIDC — 6e3 XpaHeHUs AOArOXMBYLLMX AW S-K/Itouel.

Dockerized Feedback APl — konTeiinepHbiii pipeline yposHs production GitHub - Live

Docker - Trivy - GHCR - Node.js

» Ynakoan Express API B multi-stage non-root koHTeliHep ¢ healthcheck n 6e3 npm B chuHanbHOM 06pase.

» CI BbinonHser lint, TecTsl, Trivy-ckaHupoBaHue v nybnmkauuio B GHCR; security gate o6Hapyxun n 3a6nokvpoBan fBe peasibHble
CVE.

OBPA30OBAHMUE

Mporpamma Cloud Engineering — IT Park Uzbekistan, CamapkaHp, Anp — Asr 2026
locypgapcTBeHHast nporpaMma (MUHUCTEPCTBO LMDPOBBIX TEXHOMOIMIA + BceMmpHBbI 6aHk), yuebHbIil nnaH Ha ocHoBe AlUB, 06yyeHne Ha
aHrNninckom ssbike. CepTUdMKaLMOHHbIV 3K3ameH: aBryct 2026.

BakanaBp no HanpasneHuto «LiudppoBasi IKOHOMMKa» — TalKEHTCKUI rocyaapcTBeHHbIi 3KOHOMUYECKUIA 2021 - 2025
yHuBepcuteT
Frontend-pa3pa6oTtka (React) — Najot Ta'lim [Nek 2023 — CeH 2024

MpakTuueckuii 6yTkemn: JavaScript, React, agantuBHbliii Ul. Juniom n pekomeHAauns AoCTYMHbI Mo 3anpocy.

CEPTU®UKATDbI

Ceptudmkar nporpammsl IT Park Cloud Engineering — B npouecce (3k3ameH aBryct 2026). AWS Certified Cloud Practitioner — 3annaHupoBaH.


https://github.com/A-Kamronb3k
https://portfolio.kamronb3k03.workers.dev/
https://github.com/A-Kamronb3k/serverless-notes-terraform
https://d2k6mpvowrmd9f.cloudfront.net
https://github.com/A-Kamronb3k/cloudwatch-observability-pipeline
https://github.com/A-Kamronb3k/aws-static-site-cicd
https://dtx8c9l8wd3k9.cloudfront.net
https://github.com/A-Kamronb3k/dockerized-feedback-api
https://dockerized-feedback-api-latest.onrender.com
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MEN HAQIMDA

O'zim qurgan, to'rtta production darajasidagi AWS loyihasidan iborat portfolioga ega junior cloud engineer — har bir resurs kod sifatida
yaratilgan va Free Tier'da $0 xarajat bilan ishlaydi. Serverless (Lambda, APl Gateway, DynamoDB), infrastructure-as-code (Terraform),
konteynerlar (Docker) va kalitsiz CI/CD (GitHub Actions + OIDC) bo'yicha amaliy tajribaga egaman. Igtisodiyot va frontend yo'nalishidagi
tajribam infrastrukturaga xarajatlarni hisobga olgan holda va natijaga yo'naltirilgan tarzda yondashuv beradi. Men yaratgan har bir narsani
hujjatlashtiraman — nima buzilgani va uni ganday tuzatganimni ham.

TEXNIK KO'NIKMALAR

AWS: Lambda, APl Gateway, DynamoDB, S3, CloudFront, Cognito, CloudWatch, SNS, SQS, IAM, X-Ray

Infrastructure as Code: Terraform (modullar, remote state, OIDC federatsiya)

CIICD va xavfsizlik: GitHub Actions (OIDC orqali kalitsiz deploy), checkov, Infracost, Trivy

Konteynerlar: Docker (multi-stage build, non-root image, GHCR)

Tillar: Python, JavaScript, Bash, HTML/CSS

Amaliyotlar: Minimal huquglar asosidagi IAM, strukturaviy logging, observability (EMF, dashboardlar, alarmlar), Git, Linux CLI

LOYIHALAR

Serverless Notes App — to'liq serverless ilova (flagman loyiha) GitHub - Live

Terraform - Lambda - API Gateway - DynamoDB - Cognito - GitHub Actions

» Har bir AWS resursi Terraform orgali yozilgan to'lig CRUD notes ilovasini yaratdim: beshta yagona-vazifali Python Lambda, Cognito
JWT autentifikatsiyali HTTP API va S3 (private) + CloudFront (OAC) ustida ishlaydigan vanilla-JS SPA.

» To'liq kalitsiz CI/CD joriy gildim — har bir push'da pytest + moto, terraform plan natijasi read-only OIDC role orgali pull request'ga
chigadi, apply esa fagat main branch'ga mos role orqali merge vaqtida ishlaydi.

Observability Pipeline — hodisaga asoslangan monitoring GitHub
CloudWatch - EMF - X-Ray - SNS - SQS - Terraform

» Production standartlariga mos S3 - Lambda — DynamoDB pipeline qurdim: EMF orqgali maxsus metrikalar, X-Ray tracing, kod
sifatidagi dashboard va operatsion runbook bilan uchta SNS email alarm.

» Cl jarayoniga checkov (laC xavfsizligi) va Infracost (xarajatni baholash) tekshiruvlarini qo'shdim; butun stek oyiga $0.00 bilan ishlashini
tasdigladim.

AWS Static Site + CI/CD — CDN bilan statik sayt GitHub - Live
S3 - CloudFront - GitHub Actions - OIDC

» Xususiy S3 bucket'dan CloudFront (OAC) orqgali HTTPS ostida statik sayt xizmat ko'rsatdim, maxsus xato sahifalari bilan.

» GitHub Actions va OIDC yordamida deploy jarayonini avtomatlashtirdim — hech gayerda uzog muddatli AWS Kalitlari saglanmaydi.

Dockerized Feedback APl — production darajasidagi konteyner pipeline GitHub - Live
Docker - Trivy - GHCR - Node.js

» Express API'ni multi-stage, non-root konteynerga joyladim — healthcheck bilan va yakuniy image'da npm'siz.
» Cl jarayoni lint, test, Trivy skanerlash va GHCR'ga publish giladi; xavfsizlik gate'i ikkita haqgigiy CVE'ni aniglab, bloklagan.

TA'LIM

Cloud Engineering dasturi — IT Park Uzbekistan, Samargand Apr —Avg 2026
Davlat tomonidan moliyalashtiriladigan dastur (Ragamli texnologiyalar vazirligi + Jahon banki), AIUB asosidagi o'quv dasturi, ingliz tilida o'qgitiladi.
Sertifikatsiya imtihoni: 2026-yil avgust.

Raqgamli iqtisodiyot yo'nalishi bo'yicha bakalavr — Toshkent davlat iqtisodiyot universiteti 2021 - 2025

Frontend dasturlash (React) — Najot Ta'lim Dek 2023 — Sen 2024
Amaliy bootcamp: JavaScript, React, responsive Ul. Diplom va tavsiyanoma mavjud.

SERTIFIKATLAR

IT Park Cloud Engineering dasturi sertifikati — jarayonda (imtihon 2026-yil avgust). AWS Certified Cloud Practitioner — rejalashtirilgan.


https://github.com/A-Kamronb3k
https://portfolio.kamronb3k03.workers.dev/
https://github.com/A-Kamronb3k/serverless-notes-terraform
https://d2k6mpvowrmd9f.cloudfront.net
https://github.com/A-Kamronb3k/cloudwatch-observability-pipeline
https://github.com/A-Kamronb3k/aws-static-site-cicd
https://dtx8c9l8wd3k9.cloudfront.net
https://github.com/A-Kamronb3k/dockerized-feedback-api
https://dockerized-feedback-api-latest.onrender.com
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